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First  Contact

Hello and welcom e to one of severa l a ttem pts where we 

try to b rand ourselves. Let?s be honest, m arketing  is not 

our passion, IT security is. We have heard    though tha t 

we are a  one of a  kind  com pany so let 's g ive it  a  try for 

others to d iscover. If you m ake it to the end, hopefully, 

you?ll have a  thorough understand ing  of what kind  of 

com pany we?re build ing . 

(1) Unknown source    
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Why do Venor exist?

We protec, we a ttac. 

But m ost im portantly, 

we got our partners 

back.

We help  our partners to im prove their security posture 

perform ing  both p roactive assessm ents, security 

a rchitecture as well as inc ident response and forensics. 

At Venor, we help  organiza tions and com panies on a  

da ily basis to p rotect their system s without 

com prom ising  on productivity.  



We work with dem and ing  custom ers where we hand le 

adversaries, innovate and find  solutions to com plex 

prob lem s within EDR  and d ig ita l forensics. There is no 

one solution to rule them  a ll, but when things go south we 

don't turn it  off and on aga in, instead, we get our hands 

d irty and work to resolve the issue together with our Blue 

team ers. 

TL;DR We hand le the shit when our partners get 

b reached, or even better, p revent them  from  gett ing  

breached in the first p lace. 
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What  is our Vision?

Adversaries across the galaxy 
worry. About us.

(2) Endpoint Detection and Response - A tool that monitors a computer      



What  do w e va lue?
Know ledge

For us, continuous skills developm ent is as im portant as 

m ounta in dew and a  prerequisite for us to solve 

prob lem s and get the job  done. We ask questions, test 

and try, Venorians look for learnings in both success and 

fa ilure. To solve the prob lem s our custom ers face we 

have to be updated  and one step  ahead of the ga lactic  

adversaries. Monthly, we m eet on L.A.I.R.  to cha llenge 

ourselves with sharpening  our skills, im proving  the 

current p rocesses and infrastructure, perform ing  forensic  

cha llenges, and preparing  for events such as Code Blue. 

This is a lso the t im e when you can d ive deeper into 

specific  top ics tha t you'd  like to research and la ter 

p resent to the rest of the ga laxy.

Once a  m onth we a lso encourage everyone to work from  

the office together during  S.W.O.R.D. . This g ives us an 

opportunity to ca tch up  and exchange experience and 

tackle p rob lem s together while working  for our 

custom ers.

(3) Lab Activities for Improvements and Research
(4) Social Work form Office or Remote Day
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Adaptab ilit y

In order to work towards our ga lactic  vision, adaptab ility 

is truly cruc ia l. We welcom e change, b ig  and sm all, and 

constantly need to be flexib le towards new solutions and 

ideas. For us, adaptab ility m eans being  ab le to rap id ly 

learn new skills in response to chang ing  c ircum stances. 

Passion

We like what we do and are willing  to go the extra  m ile to 

get there. We are m otiva ted  to get the job  done and put 

passion and energy in to do it  well. One exam ple of our 

passion is The Switzerland story below.



Venor is m ore than a  IT- securit y  com pany

We believe in in- house innovation and crea ting  stuff 

exactly how we want it , therefore a t Venor, IT security 

expertise is m ixed with software developm ent , sysadm in 

and c loud eng ineering  com petence.  

Aligned with the fact tha t we are b lue by na ture, we want 

to do good, g ive back and help  organiza tions we believe 

in even outside the security socia l sphere. As a  result, part 

of our yearly p rofit  is donated  to charity a fter voting  

where to send it in Slack. 

Venor is t ransparent

We try to be transparent and open with what we do. We 

m ake uncom m on levels of inform ation ava ilab le to 

everyone in the com pany. For exam ple, if one em ployee 

is curious about a  peer?s sa la ry (or everyone?s for tha t 

m atter) , the em ployee can just send an em ail to get tha t 

inform ation. We are a lso proud of our transparent sa la ry 

review process tha t ensures a ll em ployees are pa id  fa irly 

for their work, regard less of responsib ility or gender. What 

we never share on the other hand, is custom er 

inform ation, confidentia l inform ation, or any inform ation 

tha t is not ours to share. 



(5) Chief Executive Officer - Like The Emperor before the Horus Heresy

Venor is self- funded

We have never b rought in outside financing  and are not 

p lanning  to do so, unless it?s for a  very good and c lear 

cause. For us, it?s im portant to have freedom  and the 

advantage of being  tota lly neutra l and unb iased. 

Venorians have the opportunity to buy stocks in the 

com pany and are represented  on the board  by one 

dem ocra tica lly choosen Venorian. 

Venor is self- cr it ica l

We va lue our culture to the m axim um  and believe tha t it  

is through our orig ina l culture we will succeed. However, 

it?s a  fine line between strong com pany culture and sect, 

we will for exam ple never have a  com m on dance or lift  

up  our CEO  to the ceiling  like m aniacs. We try to keep our 

feet on the ground ( the CEOs as well, sorry)  and be 

self- crit ica l. For exam ple, every four weeks, you m eet with 

your lead and g ive feedback on what can be im proved 

regard ing  assignm ent, leadership  etc . We a lso strive to 

wa lk the wa lk, not just ta lk the ta lk, but no one is perfect 

so we don?t a lways get there. 
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TL;DR We don't hide why we do things when m aking  

decisions and neither do we let externa l owners influence 

our agenda. We have a  sound view of ourselves and 

listen to constructive crit ic ism  where everyone's op inion 

is va lued. 



Blue geek iness  

All Venorians are geeks a t heart. By tha t, we are super 

passionate about som e stuff tha t we know way too m uch 

about ( like car license p la tes, shellbags and the DNS 

protocol)  and we won't ever adm it the t im e spent 

p ractic ing  it . 

Som e folks a re into WoW, others m aking  cha inm ail or 

b lacksm ithing , saving  hyrule, role p laying  gam es or even 

sports ( they are however not in m a jority) . We are 

d ifferent kinds of geeks and when Venor g rows we try to 

be open to d ifferent types of geekiness, even though our 

g round and core are a ll about deep defensive tech.



The Ma in  Cam pa ign

T.M.C  is (or a t least will be, WIP )  our m asterp lan and 

system  for com petence developm ent. Like a  scenario 

crea ted  by your DM . The Main Cam paign is a  continuing  

storyline or set of adventures, based on D&D characters. 

You can level up  or sideways, tha t?s tota lly up  to you. At 

Venor, we want you to decide your own developm ent and 

story, when you are ready for the next level, the system  

tells you what you need to achieve. Go for it ! 

(6) The Main Campaign - Our gamified career development plan
(7) Work in Progress - Not yet fully completed
(8) Dungeon Master
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Venorian  benefit s

We are founded with the idea where you as a  team  

m em ber is our p rim e focus. At Venor we believe tha t if we 

take care of our team  m em bers to the best of our 

ab ilit ies, they will in turn take care of our custom ers to the 

best of theirs. Therefore, we offer

- Ded ica ted  education budget each year for 

ind ividua l skills- developm ent

- One extra  day off per year you are em ployed 

- Opportunity to buy stocks in the com pany

- All necessary insurances (hea lth insurance etc)

- Need for steed (a  subsid ized b ike benefit)

- Parenta l pay

- Extended sick pay

- Rea lly nice work tools

- Occupationa l pension m irrored  ITP1

- Flexib le work hours

- 3 free d isposa l b ridgedays

- Free t im e when life happens; doctor?s appointm ent, 

dentist, m arriage, anniversary, reloca tion etc.

- Hea lthcare contribution 5000 sek/ year 

- Two off- sites yearly 



The Sw it zerland  story

We had a  t ight dead line. A rea lly t ight dead line. That 

dead line shrank when the custom er was acting  slow but 

kep t the dead line da te. To deliver on t im e, the entire 

com pany worked on the custom er delivery. Stuff was 

wrong with the custom er da ta , we fixed  a  workaround. 

We crea ted  dashboards, queries, and parsers. After tha t 

day, the job  was not yet done. We had a  week with a  very 

lim ited  sta ff to fix the rest of what the custom er had 

asked. We gave the custom er an awesom e product, 

g iving  them  com pletely new insights into their 

environm ent and add ing  huge va lue. All because we 

worked together tha t day. Clearly we have a  team  of 

Venorians who shine, even under huge pressure. All's well 

tha t ends well. Switzerland was happy, Venorians were 

happy (but a  b it g ray- ha ired) .



Code of conduct  

First off, we take our custom ers' integrity seriously and 

va lue our NDAs highly. Besides tha t, we don?t want to tell 

you how to behave. You are trusted  to m ake your own 

good decisions and to hand le various situa tions and 

peop le.  

However, if you find  yourself fac ing  a  d ilem m a, this m ight 

help :

- Be Spock, not a  Klingon.

- Be Ob i- Wan Kenob i, not Jar Jar Binks.

- Be Peter Parker, not Green Gob lin. 

- Be Em m et, not Lord  Business.

- Be Ganda lf, not Sarum an.

- Be Maria , not Hans Zeller.



The Next  genera t ion

Our belief is tha t everything  you are interested  in, you can 

learn and be awesom e a t. Venorians haven't a lways 

been IT- security experts. On the contra ry, years ago one 

colleague's p rofession was as a  Graved igger, another an 

EU cham pion in transla tion, the list can go on. Hire for 

a tt itude, tra in for skill! A worn- out expression? Perhaps, 

but it?s true. 

1. So, a re you a  Blue Geek?

- Do you have a  learning  m ind , a  b ig  heart, and are 

willing  to em brace an open and inc lud ing  com pany 

culture? 

2. Can you rela te to the bu llet s below ?

- 42

- Winter is com ing

- He- who- m ust- not- be- nam ed

- Outside the box is where I live

- I'm  not crazy, m y m other had m e tested



3a. Do you?

- constantly look a t packet captures or logs?

- know what to find  in $MFT? 

- know how to reverse m alware to figure out what it?s 

capab ilit ies a re?

- know the d ifference between AMCache and 

Prefetch?

- often find  yourself doing  anom aly ana lysis on logs?

- enjoy read ing  write- ups, war stories and sim p ly 

vulnerab ility d isc losures?

3b. Did  you not  understand  a  w ord  from  3.a  but  a re 

super sk illed  in  another a rea  w e m ight  need? 

- That?s ok. It?s m odern t im es and a  lot of things can 

be Goog led . 

If you feel like it?s a  lot of YES above, let us know! We want 

to expand our crew and find  m ore Venorians ready to 

m ake adversaries across the ga laxy worry. About us.

 

BBFN, 

Dif tor heh sm usm a




	Culture Handbook
	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16
	Page 17


